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Elhies of
Emerging Technology

Magna Potentia, Magna Responsabilis

Introduction _

“It has become appallingly obvious that our technology has exceeded our humanity”
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Advancing technology has always evoked a range of emotions among us due to its impact on us, our commu-
nities, and our world. Some view it as a tool for advancement of life by bringing people together and solving
the greatest challenges of humanity. Others view it as a threat to humanity, leading to various ethical ques-
tions on the right and wrong or good and bad of technology.

Emerging Technologies are the latest of such high potential ‘rechnoldgies in human life with evolving consid-
erations on their ethical usage. Any failure to consider the ethical implications of these technologies can push
humankind on the path of destruction. -

In this context, we will delve upon questions like - what do we mean by emerging technologies and what is
their significance in our life in terms of their features and applications. Next, we will cover the ethical implica-
tions of these technologies or what moral conflicts/challenges we face in these areas. Based on it, we will
try to identify the existing legal and ethical measures undertaken and what more can be done in terms of
guiding principles, values, and other initiatives to ensure ethical technological development.

What are Emerging Technologies and what is their significance?

Emerging technology commonly refers to existing or new and innovative technologies under develop-
ment with unrealized practical applications. It can have slightly different meaning when used in different
areas, such as media, business, science, or education.

They employ new concepts, methods, and techniques and are expected to be available within the next
5-10 years. They promise to find better solutions to the world's challenges and are expected to generate
significant economic and social value.

For example, technologies such as fuel-cell vehicles, artificial intelligence, genome-editing etc. have
been around for years but have found market presence only in recent times. Similarly, new technologies such
as blockchain, 5G, Internet of Things, etc. are developing with promise of limitless opportunities in educa-
tion, healthcare, transportation, retail industry etc. These opportunities ‘along with the rising acceptance of
emerging technologies showcase their significance towards-

© Creating New Economic Opportunities via B
Industry 4.0: The Fourth Industrial Revolution o
is based on convergence of emerging :“ S O3
Cyber-physical systems such as machine-learn- S el
ing and artificial intelligence, robotics, cloud BnTRICS REALITY

computing and the Internet of Things etc. Collec-
tively these technologies would create new pro-

duction processes, business models, and service E E‘f
delivery mechanisms among others. E@E =
COMPUTING RISDATA
> For instance, development of metawork (a part
of metaverse) would create new opportunities
like need for virtual world developers. % e
2l 2

© Developing Digital Ecosystems: Emerging
SYSTEM AUTONOMOUS
technologies help in development of digital eco- INTEGRATION ROBOTS
systems through processing of large unstructured
data, automation of tasks, providing connectivity had '

via technological frameworks like Web 3.0 etc. SIMULATION ADDITIVE
MANUFACTURING

> For instance, Amazon has created a strong digital ecosystem of in-house products and platforms, helping
it in becoming more agile, reduce cost and launch products of future.
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© Bringing Sectoral Transformation: Emerging Technologies hold potential to transform any environment
that can be made “smart” (i.e., faster, efficient, and more useful). This has lead to their integration in
building smart cities, smart education, smart healthcare etc. E.g.

» Healthcare: Use of Internet of Things (loT), Big data, Cloud Computing etc. to connect doctors and
patients, hospitals, and research institutions, making healthcare more personalized, efficient, and conve-
nient.

» Education: The Education sector is changing rapidly with Virtual and Augmented Reality tools which
transforms the modalities of teaching or learning. Alongside, the growing internet connectivity has also
improved the access to these tools.

© Provide Immersive Communication and Engagement: Technologies like Internet of Things, 5G, Aug-
mented Reality (AR) and Virtual Reality (VR) provides an immersive experience through virtual shared
spaces. This holds potential to change how we engage in formal as well as informal settings.

» For instance, holding meetings in 3D environment, making educational videos to train employees, and
providing simulations, additional data/information on the real world etc.

© Accelerating towards Sustainable Development Goals: Achievement of multiple SDGs is directly or
indirectly linked to use of emerging technologies such as SDG 4 on Quality Education, SDG 9 on Industry,
Innovation and Infrastructure; SDG 11 on Sustainable Cities and Communities etc.

> For instance, using biometrics for identity in order to disburse the subsidies. The Aadhaar ecosystem
helps in achieving SDGs goal of No Poverty (SDG 1), Zero Hunger (SDG 2) etc and supports ease of
living, promotion of equity and inclusion.

© Fueling innovation and
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i . gineering
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Emerging technologies
can potentially add

newer dimensions to the security systems making it safer.
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» For instance, use of emerging technologies in personal devices such as laptops, smartphones etc. makes
the personal data more secure as the biological /physical markers used in them are difficult to steal or
impersonate. For instance, use of voice recognition, Fingerprints, Facial Recognition efc. in devices.

But these new opportunities also bring with them a gamut of new challenges. Most of the challenges that
emerge in the context of emerging technologies have their roots in the philosophy of their usage i.e., the

ethical debates/issues on how such technologies should be used?

What are the primary ethical issues/questions concérning
Emerging Technologies?

© Human vs. Machines: One of the most-discussed issue is
automation wherein machines (autonomous technologies)
potentially replace humans as labour, soldiers etc.

© Invasion of privacy: Due to political and economic interests,
invasion of citizens/consumer privacy is major ethical issue,
which directly or indirectly reduces Individual’s Freedom of
Choice.

© Misuse of Personal Information: Growing use of social
media, e-commerce, health apps etc. lead to sharing personal
details, reducing control over your own data.

© Environmental Consequences: Whether it is the field of
computing or genomes, the increasing power (energy use or
ability to change genes) alters and challenges Ecological
Balance.

© Discrimination: Whether it is cost of emerging technologies or
algorithms used by some of them, the risk of discrimination
exists at Individuals, companies, and communities level,
leading to Monopolies in Business and Unequal Access to
Technologies, Healthcare efc.

technology enough to fight a war for
‘ us, drive a car or deliver packages?

choices as policy action?
‘ )

ermline cells as it will be passed
‘ own through generations?

 ———

E.g., at what point can we rely on the

p—

\
E.g., Is it okay to nudge people's

S —

\
E.g., should Big Tech companies sell

user’s personal data?

A——
E.g., should we attempt to edit

E.g. W||| gene therapies, if too
expensive, would have limited
access and worsen existing health
inequalities between the rich and
oor?

o Distortion of Reality: The growing monetisation of media, use of people and groups for spreading disinfor-
mation, misinformation, deepfakes etc., taken to a whole new level by social media, leading to:

» Weaponizing data for information warfare and personal benefits, sowing seeds of chaos, mass
hysteria etc. which weakens the legal system and social fabric with negative impact on mental

well-being of people.

© Other Ethical Issues: Apart from other issues, “Always-on” culture refers to the
the ethical issues of increasing digital divide; expectation that employees are always
rising cyberattacks; illegal distribution of available and  responsive to  work
copyrighted works; blurring lines of work and demands, even outside traditional 9-5
home due to ‘Always-On’ Culture etc. v e
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In Conversation!
Is Artificial Intelligence (A1) biased?

b=
. | '
Vinay: Hey Vini! Did you hear that Amazon is employing Al in its recruitment process?

Vini: Yes, | heard. But how exactly? :
. Vinay: The Al algorithm has been fed with resumes of selected candidates for the
past 10 years. Learning from that, it selects the potential candidates.
Vini: Okay. That is very efficient. But at the same time, | think it is a little risky.
Vinay: How is it risky?

—— Vini: Have you heard about algorithmic bias?
Vinay: No. What is it?
Vini: Al learns from humans. In this case, it is learning from the human judgement on 24
suitability of the candidate. But what if there are flaws in human judgement? _
Vinay: The algorithm will learn those flaws as well. ﬁ \>

Vini: Correct. So, if the past recruiters were biased against women, the algorithm )y
would also be biased. That is algorithmic bias.
Vinay: Okay. Now | understand the risk you were referring to. But what is the solution to
this problem?
Vini: Firstly, complete reliance on Al based systems could be avoided. And second,
regular re-evaluation of Al systems in relation to ethics.
Vinay: Got it. This means a hybrid Al-Human system which improves continuously is the .
\ best way forward. j

So, it isn't just that the decade old threats of robots replacing humans have enhanced but several other
ethical issues from technology have emerged with devastating impacts.

Impact of Challenges Posed by Emerging Technologies

© Legal Complexities: Lack of oversight and laws to ensure responsibility due to complex technologies
and need of global approach. E.g., who should protect data if third party technology is involved?

© Political Concerns: Emerging Technologies are used by Government as part of policy tool for behav-
ioral interventions (nudge), good governance etc. But it is also used by political representatives to
gain support base even at risk of misinformation.

© Economic Potential: It can produce positive as well as negative outcomes. High Potential for Businesses
to increase efficiency, create new markets as well as issues like monetization of people’s data, lack of
tfransparency in operations, increased economic concentration etc.

© Regulatory Dilemma: Safety issues in Bioresearch Regulation. E.g., Regulating Genetically Modified
Organisms (GMOs), Germline Gene Therapy etc. with great significance as well as risks.

© Social Impact: Emerging Technologies have mixed impact in terms of their vital role in equality and

equity as well as risk of increasing wealth inequality, discrimination, change people behavior etc.
&/

To overcome these challenges and associated impacts, India has adopted several legal and ethical
practices.
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What are the current Legal and Ethical Practices adopted to
make technology use ethical?

© State Measures to address Ethical Issues:

» Information Technology Act, 2000 provides for safeguards to be adopted for security and prevent
unauthorized use of data.

» Right to Privacy is declared a Fundamental Right and an intrinsic part of the right to life and personal
liberty by Supreme Court (Justice Puttaswamy case) in 2017.

» Information Technology (Intermediary Guidelines and Digital Media Ethics Code) Rules, 2021 to
regulate intermediaries and fix accountability with responsiveness through due diligence, grievance
redressal etc.

» Policy actions to promote its beneficial use for economy and society; and create necessary workforce
and infrastructure to thwart illegal actions. E.g.

® Promotion of technologies for sustainable development like drones for sustainable agriculture, Adap-
tive Agriculture Project for climate-smart farming practices.

» Moral Suasion to persuade companies to act in an ethical manner and respect for the rights of people,
environment, and communities.

> Setting up of New and Emerging Strategic Technologies (NEST) Division by the Ministry of External
Affairs to engage in technology diplomacy.

m [t will work to safeguard national interest, deal with threats from dual use of emerging technologies and
frame legal norms.

© Corporate Measures to address Ethical issues:

» Discourse on adoption of Stakeholder Capitalism, i.e., a system in which corporations are oriented to
serve the interests of all their stakeholders, for long-term value creation.

m This includes work for the welfare or avoiding harm to customers, suppliers, employees, shareholders,
and local communities.

» Use of Code of Conduct to create a Culture of Responsibility and ensure high standards of integrity,
privacy, freedom of expression, accountability etc.

» Creating Digital Trust through use of the same emerging technologies towards security, privacy, data
integrity and combat the misuse of technology.

» Disallowing of projects which have a high potential of misuse. E.g., Google stopped training Al system
which can be used for generating deepfakes, Facebook banned posting Al-driven deepfakes on its
platform etc.

Although, these efforts have had significant positive impact. But in the long run, they would not be enough.
Therefore, it requires all stakeholders (see image) to work together and assess the negative outcomes. It will
help to mitigate risks and pre-plan for the ethical issues involved with technologies that are not yet fully
developed for well informed decisions.
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Consumers/Users and
Society at large with
directimpact of

Creators and
Aggregators behind

Emerging Technologies

Companies, political
parties etc. using these
technologies directly or

Emerging Technologies and its applications indirectly

Governmentsand
International Groups
with responsibility to

decide long-term

interest, laws etc.

Educational Institutions,
Media and Civil Society
for Awareness
Generation and
Ensuring Accountability

Stakeholders

Administrative Bodies
with responsibility of
policy implementation
and investigate lapses

Environment, due to
directand indirect
impact of these
developments

Judicial and Regulatory
Organisations to ensure
Rule of Law

What are the Principles and Values which can help in creating a
multi-stakeholder Ethical Framework?

© Promoiing General Good or prima facie duties (see image): Any technological development or appli-
cation must go through the test of these duties. This would ensure that the technology is at its best ethical

self. - N
oF o P d. D o - Helping other people in
raming ending omestic I Duty of | maximizing their
Laws and Regulations to make Beneficence | pieasure and improve
Th t h | P f d their values, character
ese echnologies sare an Avoid harming others or ik — etc.
protect citizen rights while pro- | worktominimize the L5l
- 3 : : harm caused to other maleficence —
moting  ethical  innovations, saatiel
: Jg C Adopt Just behaviour or
hel PSS : o Dut){ of treatment towards other,
Justice helping other people to
» Security of data and Public Sfpe P e G
; Always work towards the
Order by controlling unlawful ImBrovemEnt aT Sal Duty of Self-
information. towards higher values. improvement
> . . 3 Always make amends for
Pr?iec"ng. s.overelgl?iy, o Duty of wrong actions and
unlfy, and mfegrlfy of nation. Reparation compensate others for
3 : your wrong actions
» Impose penalties on misuse | aways be thankful toward the.
or non-consensual use of data SRR e a0 Duty of
have benefited you and Gratitude
or any breach. appreciate their kind.
ok Always strive to keep
s D_UtY_Of promises and be honest
Fidelity and truthful.
\_ J
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© Striving for internationalization of Ethics of Emerging Technology. This is needed to-

» Avoid  weaponization of -

emerging technologies as Sifps f‘fr :

Internationalization

cyber-warfare, advanced form

of arms race, biological or

hybrid warfare etc. CROSS-SECTIONAL [ TECHNOLOGICAL COOPERATION

5 APPROACH TO ENGAGE : BY SHARING INNOVATION AND

> :

Ens.ure that emerging .iechnol ALL STAKEHOLDERS INFORMATION

ogies do not further increase

the ‘gult betwoon'saysioped DEVELOPING BASIC UNIVERSAL COLLABORATION BETWEEN

and developing countries. NORMS TO WHICH EVERYONE NATIONS TO ENSURE

CAN BE HELD INTERDEPENDENCE

© Visualization of the Future to help individuals understand not just fundamental technology concepts but
ethical implications as well. It will ensure responsible use of technology as leaders, entrepreneurs, employ-
ees, and users.

» Making Technology Companies Transparent and predictable to uphold the Right to Know, i.e., how
they use personal data and provide necessary details on benefits. E.g., General Data Protection Regula-
tion from the European Union to ensure that websites disclose when they have cookies to collect visitor
information.

> Responsible Adoption of Disruptive Technology by integrating ethics across the business cycle or pro-
cesses to ensure due diligence, protecting user’s privacy as well as freedom of speech and expression.

© Appointing Ethical Officers to guide businesses in overcoming ethical dilemmas, bias, and unintended
consequences by:

> Providing ethical insights, developing ethical resources (e.g., Code of Conduct) and training pro-
grams to promote ethics and responsibility through ethical work culture.

» Feedback for management introspection by engaging impacted people, civil society, and media to
create faith.

“I¥'s not a faith in technology. It's faith in people”
- - Steve Jobs

Ethics in Practice

Who can be held liable for damages caused by autonomous systems?

An ‘autonomous’ robot was moving through a factory. Another robot surprisingly crosses its way and the
first robot draws aside to prevent collision. However, by this manoeuvre the robot injures a person. Who
can be held liable for damages caused by autonomous systems? The factory owner using the robots, or
the robot manufacturers or one of the companies that programmed the software of the robots?

As a regulatory authority of autonomous systems, how would you decide?
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Who can be held liable?

[Wlﬁo has the primary responsibili‘ry?j

l

[7 The owner of the robot similar to how it happens with vehicles.
How can the owner be [ Is the owner solely responsible? x
held accountable?

Making the owner pay for ’ v
damages or punishment

similar to Motor Who else is responsible?
Vehicles Act.
Maﬁufucfurer ' Software Developers
Responsibility of creating a safe Responsibility for creating an

beneficial & efficient product. unbiased, fransparent and
l supportive system.

How can the manufacturer How can the software developers
be held accountable? be held accountable?

Creating regulatory standards Creating safeguards to ensure that
for manufacturing of robots. universal software development
principles are adopted.

Conclusion__

Incorporating' ethics in powerful emerging technologies could create challenges to existing business
models or maintaining both revenue streams and strong ethical practices. But this trade-off is necessary
to create trust in these technologies and have a more ethical approach on- how to make them more
equitable, use information, engage with stakeholders, manage resources, and approach sustainability. It
will ensure faith in technology among stakeholders. After all, technology is what people make of it.
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Topic at a Glance

Ethics of Emerging Technology

e

N

© Emerging technology commonly refers to existing or new and innovative iechnologies under develop-

ment with unrealized practical applications.

ey empioy new concepts, mernodadas, dan echniques adn romise to Tin eTrer solutions 10 e worild s
© They employ pts, methods, and techniq dp e it ar o e

challenges.

© At the same time, any failure to consider the ethical implications of these technologies can push humankind

on the path of destruction.
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Significance of Emerging Technology

Challenges Posed by Emerging Technologies

©To create New Economic Opportunities with
Industry 4.0.

© To develop Digital Ecosystems and Bring Sec-
toral Transformation by making them smart.

o Provide Immersive Communication and Engage-
ment.

o Accelerating towards Sustainable Development
Goals.

o Fuel Innovation and Technological Growth.

o Secure Personal Data as well as Enhance overall
Security of Systems.

© Legal Complexities due to lack of oversight ond
laws.

© Political Concerns as it is useful in serving govern-
ment interests as well as political interests.

© Economic Potential of creating good as well as
bad outcomes.

© Regulatory Dilemma due to conflict between its
potential benefits and the issues of Ethics and
Safety.

© Social Impact will be mixed as it can help in equal-
ity and equity as well as increase wealth inequality,
change people behavior etc.

Major Ethical Issues

-

© Human vs Machines, i.e. Autonomous machines replacing humans.

o Invasion of citizens privacy and reducing freedom of choice.

© Misuse of Personal Information by taking individual control over own data.

© Environmental Consequences as it can threaten ecological balance.

© Discrimination risk at individual, companies and communities level.

© Distortion of Reality through deep fakes, misinformation etc.

© Other issues such as increasing digital divide, Always-On Culture, Use of intrusive technologies etc.

p

Roadmap for an ethical technology ecosystem

© Promoting General Good to protect rights, avoid harm etc.

© Developing Certain Universal Principles for global governance and accountability.

© Framing Pending Domestic Laws and Regulations to secure data, protecting unity and integrity etc.

© Striving for internationalization of Ethics of Emerging Technology.

© Visualization of Future to help individuals understand technology as well as ethical implications.

© Appointing Ethical Officers fo create ethical work culture and engage stakeholders to help in introspection

and creating faith in technological development.
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